
  

 

 
 
 
 
Ask the TIC: International Trade Scams 

 
by Ashley Miller 

Trade Information Center 
 
U.S. companies must be aware of international business scams and illegitimate trade deals. 
One of the most common scams in international business is based primarily in West Africa in 
countries such as Nigeria, Ghana, Benin, Togo, the Democratic Republic of the Congo, and 
Sierra Leone. While there are many legitimate West African companies that do business in the 
United States and with U.S. exporters, there are also, unfortunately, many organized crime 
rings as well as renegade individuals that take advantage of unsuspecting people. The follow-
ing article gives specific information about some of these illegitimate business deals, how to 
help companies identify if they are the targets of a scam, and where to report possible scams.  

Where do these scams originate? 
Many of these scams originate in West African countries. While Nigeria has been the primary 
originating location, scam artists are aware that “Nigeria” has become synonymous with “scam” 
and have begun to branch out into other countries. There is a spectrum of sophistication in 
executing and perpetrating these campaigns, which includes organized rings on the one end 
and unemployed teenagers in cyber cafes on the other end. 

How do these scams work?  
The scam essentially is a confidence scheme with a hook that takes numerous and bogus 
forms. According to the U.S. Secret Service Financial Crimes Division, “Nigerian nationals, pur-
porting to be officials of their government or banking institutions, will fax, mail, or e-mail letters 
to individuals and businesses in the United States and other countries. The correspondence 
will inform the recipient that a reputable foreign company or individual is needed for the deposit 
of an overpayment on a procurement contract. The letter will claim that the Nigerian govern-
ment overpaid anywhere from $10 to $60 million on these contracts.” Such fraud is called 4-1-9 
fraud, after the section of the Nigerian penal code that addresses fraud schemes. 
 
Recently, scams have also taken the form of bogus sales contracts. An African firm or govern-
ment official requesting a rather large export sale will contact the targeted individual or com-
pany. The sale will often ask for samples (e.g., cellular phones and equipment) to be sent in 
advance of the sales negotiation.  
 
Other schemes may involve a religious-based contribution, inheritance, an ex-dictator or rela-
tive of ex-dictator trying to get money out of the country before going to jail, and people pur-
porting to want to invest in your company. All of these act as bait. The scammers then try to 
get the victims 100 percent convinced that they will get the payoff. It is at this time that “fees” 
are demanded. 
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How do I know these correspondences are scams and not legitimate business 
deals? 
There is often a perception that no one would enter such an obviously suspicious relationship. 
However, many victims have been led to believe they can share in such windfall profits. Indi-
viduals are asked to provide funds to cover various fees and for personal identifiers such as 
Social Security numbers, bank account numbers, and related data. The correspondence will 
usually ask the individual to pay a fee in order to transfer assets from a Nigerian bank account 
to another account. These scams are called advanced fee fraud, because of the demand for 
upfront fee payments. 

Are there certain specific details in these correspondences that would help me 
to determine if they are scams?  
Requests to send money, bank drafts, bank account numbers, or personal information are red 
flags. Also, the correspondence typically refers to the confidentiality of these deals, urging the 
addressee not to speak to anyone about the transaction. Some correspondences will be ad-
dressed to a “Dear Sir” while others may come addressed to a specific individual. Urgency of 
response is another typical sign. 
 
If you or your company has never done business in Africa before and/or do not know how the 
correspondents could have received your personal information, you should be suspicious. 
Most persons doing business in Africa are familiar with their industry and can trace new profes-
sional contacts to a specific source. 

What is being done to stop these scams?  
The U.S. Secret Service Financial Crimes Division established Operation 4-1-9 to target Nige-
rian advanced fee fraud on an international basis. According to the Financial Crimes Division, 
“the agents on temporary assignment to the American Embassy in Lagos, Nigeria, in conjunc-
tion with the Regional Security Office, supplied information in the form of investigative leads to 
the Federal Investigation and Intelligence Bureau (FIIB) of the Nigerian National Police. Offi-
cials of the FIIB and Secret Service have made a round of arrests in Lagos. Evidence seized 
included telephones and facsimile machines, government and Central Bank of Nigeria letter-
head, international business directories, scam letters, and addressed envelopes, and files con-
taining correspondence from victims throughout the world.”  

What should I do if I receive a scam letter? 
First, it is important that you do not correspond AT ALL with the persons named in the scam 
letters. Any contact with the perpetrators puts you at risk of being scammed. Do not reply to 
their letters, emails, or call them by telephone. If the correspondence is electronic, you can for-
ward the e-mail to the Financial Crimes Division of the U.S. Secret Service at 
419.fcd@usss.treas.gov or fax a copy of the letter to (202) 406-5031. If you have been victim-
ized and lost money due to such scams, you should contact your local Secret Service office. 
Contact information can be found under the U.S. Government section of your local white 
pages. 

For further information, please contact: 
The Trade Information Center’s Africa Team at 1-800-USA-TRAD(E) or www.export.gov/tic. 
The U.S. Secret Service Financial Crimes Division at www.ustreas.gov/usss. 


